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Introduction




Introduction

* Flash Memory prevalence

— Cell Phones, MP3 Players, Cameras, Hard
Drives

« Still a new Technology

— NAND flash memory has a limited number of
read/write cycles, its behavior past this limit
has not been widely analyzed

e Goals

— Create a open source system to test NAND
flash memory




Bill of Materials

* Provided through the University
— Altera-DE2 Development & Education Board
— USB Cables
* Provided by Micron
— NAND Flash storage
— NAND Flash Daughter Board




Bill of Materials

o Software (Free Downloads)
— LibUSBDotNet (SourceForge)
— Visual Studio Express (C# version)

— Altera Quartus Il Web Edition Verilog dev.
environment

— Altera Nios || Embedded Design Suite




Daughter Board / Memory
Controller and FPGA
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FPGA

o Altera DE2 Development Board
Includes:
— System On a Programmable Chip (SOPC)
— NAND Controller
— Clock Generator
— Reset De-Bouncer
— On-chip dual port RAM
— Parts integrated using Verilog




NIOS 2 Embedded processor

Programmed with C

Controls Interfaces
— USB
— To the GUI on the computer
— To the Daughtboard

Controls Displays
Stores test results.




NAND Controller

Direct Interface for controlling the NAND flash
Runs with 66 MHz clock.

Deals with the commands:
— Read

— Program

— Erase

— Read ID

— Reset

— Read Status




On-chip port RAM

 Used as a buffer
— Recelve data
— Sending commands
e Controlled by two signals

e Used by:
— NIOS 2
— NAND Controller




Reset De-Bouncer

e Hardware reset
e Debounces reset
e Waits for the clocks to be valid




USB Interface




USB Interface

e FPGA USB Interface

— Communicates with the host PC
— Is programmed in firmware

— Responsible for:
 receiving commands from the host PC
e Transmitting results back to the host PC




GUI = USB

Uses the LibUSBDotNet C# libraries to instantiate
the device and communicate over the USB
endpoints

—Don’t have to write a Windows driver!
—Driver runs using managed code in user space

32 byte command sent from GUI to firmware
0: opcode

1: seed
2: algorithm
3: debug level
4-7: cycles
8-11: start address
{ 00, block(12), page(6), column(12) } = 32 bits

12-15: end address
{ 00, block(12), page(6), column(12) } = 32 bits

16-31: reserved

LibUSBDotNet




USB = GUI

* Debug Endpoint

—Sends information about
firmware state according to the

“debug” level sent In command
e Status Endpoint

—Returns periodic status
Information about the progress
of the job




USB = Firmware

State Machine for USB portion of firmware:
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USB = GUI

* Result Endpoint

—Sends the results of jobs as XML
data

<job id="4" opcode="128" seed="0" algorithm="0" cycles="10000"
startAddress="0x00000000" endAddress="0x000FC000" debug="0">
<data>U3VjayBteSBiYWxscyE=</data>
<error count="1" address="0x0x000FCO000">
<byte index="23" received="35"/>
<byte index="444" received="255"/>
</error>
<time days="0" hours="0" minutes="0" seconds="7" millisec="519"/>
<done failureCode="0" failures="1"/>
</job>




USB Interface

e USB Interface on host PC stores results In
a SQL database

— using the ActiveX Data Objects Classes of the
NET framework to communicate with the
database

 Normalized database

 T-SQL (Transactional SQL)
— extension to the SQL database programming language

e [nitially SQL database will store basic info but can
be expanded




Graphical User Interface on the PC




GUI

e 2006-2007 Team completed a very basic
GUI

* They were unable to fully test it because of

the problems with the USB
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Figure 2: Command Interface 1. Select Command combo box 2. Memory Visualizer 3. Navigation and memory range
selection buttons 4. Memory Range, Bit Pattern, and Cycles text boxes 5. Script group box 6. Initialize, Send, and View
Results buttons




o= Results QE
[ 1D Cycle Memomaddess FurnctionM ame Status Algaliihné"‘
1 = 125 B17 8 Write Bad | Checker
126 621 0 Wiite Bad Checker
127 524 g Wiite Bad Checker
128 626 2 Wiite Bad Checker
\ 129 626 2 Wiite Bad Checker
i 130 629 1 Wwite Bad Checker
! 13 639 3 Wwite Bad Checker
132 543 4 Wi Bad Checker
| 133 1653 3 | Wiite Bad | Checker
134 678 k] Wit Bad | Checker &
£ ! i} I >
Search
2 > FindBy v| FindValue Find
3 » [ Show All ] l Chart
4 | save |[ Load |
Figure 3: Results Interface 1. Data set connected to SQL database 2. Search group box 3. Show All and Chart buttons 4.
Save and Load buttons
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Graphical User Interface on the PC

* Need to expand on 2006-2007’s interface

o Automated Testing patterns can be specified
— range of blocks to test
— Number of cycles to run for

— Can use specific memory patters or randomly generated
patterns for testing.

e Options for connecting to the database
* Loading the firmware onto the FPGA




5. NAND Flash Test Application T

File  USE Testing USBInfo  Mew Main

Select Command | ll]
Fead

Memony Visuali E:ta-.tus

|

|
'—
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sl NAND Flash Test Application ="ra f

USBInfo  USE Testing  Other

System Setup Command Script I Execute I Results. | Analysis |

Data Settings
Command Script:  C:\Users\Jester3141\Desktop\New Folder (3j\New Folder\NANDFlashGU \scripts\myCommandsaml | Browse | | View |
Logfile:  C:\Jsers'Jester3141\Desktop'\New Folder (3)\New Folder\NANDFlashG U Nogs myLog log | Bowse || View |

lUse Databaze Connection String: -Sewerﬂucalhnsﬂsqlemress;Database=NANDFLASH;LlserID=SA;Passwr.:urd=- I Test H Reset l

Command Script stores commands sent to DUT. Logfile stores debug information. Database Connection String is used to store results and generate reports .

Hardware/Fimware Files

Hardware: Browse Load
Fimware: | load
Hardware and Software files are used to load the FPGA. Save to Hash Memory bums image to non-volitizl memany, S:a-..-e to Ii'lasl;.l'ﬂemnr}r
Connect to Device
Devices: r] Chip Tag: Session| D 1:_- [ Connect ] | Refresh

List of LUSE devices that are connected to the computer and can be used for NAND Fash failure analysis.
iChip Tag and SessionlD are used to track analysis of a single chip across multiple sessions.

Devices: 7 Refresh Commands: 0




a5 NAND Flash Test A

USBInfo  USE Testing  Other

|_ Systemn Setup | Command Script | Execute I Results I Analysis |

Add/Edit Command

Command: [HESEI’ v] Seed: | 0= Alg: E'.:' Court; 2l Debug:| 0= Load | Cancel

Range: (e OO0000 | to 000000 | { Block: 0l Page: | OF-| Celumn: | 04| ta Block: of=] Fage: | 1 Column:

Add a new command to the script using the boxes above. Scrpts can be saved and loaded using the buttons below.

Command Script (Drag and drop to reorder list)

Debug Start End '
Level Address Address Edi Delete

DEBUG MEMORY |2 |50 0 | B<00040000 | 0x00400000 |

| RESET | 2 1 10 (0DD40000 | Gx0DD4D000 | Edit | Delete
| BLOCK ERASE I f E o |BODD40000 | 000400000 | Edit | Delete
'READ ID 3 ' |50 ' 000040000 | Q00040000 | Edit | Delete
| PROGRAM PAGE ' 10 ' | 00040000 | (00400000 | Edit | Delete
 READ STATUS | E) | (x0D040000 | (00040000 | Edit | Delete
| DEBUG MEMORY k f 50 |x00040000 | 0xDD400000 | Edit | Delete

Command Type Seed Algorithm Cycles

Script loaded from file. Load H Save || Clear

Devices: 7 Refresh Commands: 7




g5 MAMND Flash Test Application

USBInfo  USE Testing  Other
| System Setup I Command Script

Status

| Star an Press Bxecute Script to send script to device

Raw Results Data

Raw results data from the test device. Use Results tab to parse results or Analysis tab to run reports.

Raw Debug Data

Raw debug data from the test device.

Devices: 7 Refresh Commands: 7




o' MAND Flash Test Application

USBInfo  USE Testing  Other
. System Setup | Command Script | Becute | Resubs ._- Analysis |

Command Results

1D OpCode Seed Alg Cycles Start Addr End Addr Retums Failures

Emor loading from database: Login failed for user "SA". The useris not associated with a trusted SQL Server connection. | Refrash | [ Clear |

Load results from database: — Press Refresh to load list of options — - | Refresh | | Load |

Command Result Details

[0 OpCode: Seed: Alag: Cycles: Address:
Retum: Failures: Ermors:

Visuglise Data: 2l ata Hement — - | Width: M2}= Height:

Add a new command to the script using the boxes above. Scripts can be saved and loaded using the buttons below.

Devices: 7 Refresh Commands: 7




5. NAND Flash Test Application

USBInfo  USE Testing  Other
| System Setup I Command Script | Execute I Results | Analysis

Devices: 7 Refresh Commands: 7




Database Structure

EE orders: Table

price |

e End (%trs
: eburg $12.00 .00
2 ens R Us 160 ngton i " Blue Freen $3.50 51, 00 oo

2 Freens R Us 1600 Penr ngton 1 led Freen a0 $12.00 $10 750 .00 |

0 y
L s
Record: H 4 Ii [ L of &

sImportance of data normalization
*Non-Normalized data
sData is duplicated across many items

*This leads to problems when updating and querying data and adding
additional fields

oIf there is time we are planning to store additional information in
the database

eUses more space

*Space is critical because of the amount of data being stored.




-l x|

order_id | order date |customer id|customer name customer addrel customer city |customer sta

126 9/13/72002 56 Foo, Inc.
126 5/14/2002

Record: 14| 4 ” S N A

23.Main 5t., Thy Thorpleburg | TX
1600 Pennsylva Washington D

B order items: Table B

order_id

itern_id | item_descriptior] iterm_gty | itern_price

4 126
125
125
126,
126

563 56" Blue Freen | 4 h3.50
851 Spline End (xtrs JZ2 025
B52 3" Red Freen 5 pZoo
563 56" Blue Freen | 500 $3.50
B52 3" Red Freen | 750 $12.00

Recard: H| 4 || 1 |1-'| IH'Ej of 5

A0S =19 10 x|

*More improvements can be Eg
made 125
126
126

[

: i _ ItemE—édSZ |tem_[:|'t}f4 | item_id item_description | i'tem_pf'it:;a-

563 56" Blue Freen _ $3.50
B51] Spline End (Atra Large) | $0.25
652 3" Red Freen C §12.00

851 32
B52 b

£E3 500
552 750
Record: -HI 4 || 4/1[F |HII-*| aof 4

Record: 14 ¢ ||




=10l x] order_id [ item_id ] itern_gty
order id | customer id | order date 125 663 4
125| g8  or3s2002 125 851 52
126/ 2 9/14/2002 125 B52 5

0 126 563!

Rrecord: 14] ¢ |] 1 v |rilr#]of 2 126 B52
Record: 14 | 4 |

= urder_jl:a'q_:sz-;?_ hie =10] x|

= B items: Table - 10| x
B customers: Table -| IEI . - TR _I
. - : : — : : 5 | iterm_id iterm_description ||tem_pr||;:|_é'
custormer id | customer hamel customet addrE| custormer city ||:ust|:|mer state .
i3 i o o = 563 56" Blue Freen f3.50
- Soihn e e, Tl Iionlenity. LT 851 Spline End (dra Large)  §0.25
2 Freens E Us. 1600 Pennsylva Washington  DC E52 3" Red Freen $12.00

Record; |1| 1 || 3k |>||He| af 3

order_items items

orders

order_id (PK)
item_id (PK)
iterm_qty

order_id (PK)
customer_id (FK)
order_date

itermn_id (PK)
itemn_description
item_price

customers

customer_id (PK)
customer_name
customer_address
cuslomer_city
customer_state




GUI

*Ensuring database normalization will make it easy for programs like Microsoft
Access to access the data.

*Access is a relatively simple interface that will enable engineers to create
custom charts and graphs that will suit their needs

Chart Wizard

What type of chart would you like?

Choose a chart that will appropriately
display the fields vou have selected.

Column Chart

& colurmn chart shows variation over
a period of time or ilustrates
Comparisons among items.
Categories are organized
horizontally, values vertically,
pladng emphasis on variation over
time.




Risks, Timeline, Conclusion

e Hartman




NEE

* Previous team(2006-2007) was unable to
get full system working.

 They were only able to get the interface

between the daugterboard and the fpga
operational

* We will need to test and debug their
Interface for full functionality




NEE

he previous team was unable to get USB
working properly

« \We may still have significant issues with
usb connections

— Hopefully using libusbdotnet will solve this




NEE

* We will need to complete quickly enough
so that we can run tests on memory and
determine fallure patterns and rates




Implementation Timeline

109 | Jul'03 Ay ‘09 ' Sep 09 | Ot ‘09 hov '09 | Dec ‘09 | Jan 10 |Feh 10 War 10 Agr 0 | May ‘10
742 (28 5 1211902612 |9 [16(23130(6 13120027 |4 (110181251 |8 [15(22[20 |6 [13(20(27 |3 (1011724131 |7 (1412128 |7 (142128 |4 11]18[25|2 |9 [16/23|

hhhhh

Mike: GUI Design

él'h'like GUI Debugging and Testing

Sze Mike,Hartman I]EE to U int&.ri!ace
Sze Hartman | USB Contreller Testing and Debugging

Sze: USB Controlier (PC side}

Hartman:  USB Controller (FPGA sida}

Jake,Cory I]aughterhn%-.r:.' Tssﬁngﬂ]e;bugging

Cory,Jake @ Awalon Bus Irrtegra!ir.?n of Cnmpungnts

an,Mike,.!fake,Hartman,E;'-:e Testing of complete system

Eﬂury,Mike,Jalée,Hartman,Eze Collecting and anylizing .1: ata
i -l

Cary,Mike,Jake,Hartman,5ze Present at ECE Technical Open house




Conclusion

« Using data generated by the FLAP it will
be possible to:
— Find the best algorithms to correct errors

— How many spare blocks per chip are
necessary

— Predict failure rates for specific use patterns
(server vs. workstation use, etc)




