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Automated Encryption / Decryption
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key file finished

Encrypt By Generating New Key Files
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gop 0...... 5=55410765026870079984326100031118360395959545 54 3639604 5029522094 5025051 28952291 9303205055054 561330850601 28662503020552935150

o ina Finishd T=6048923692366895724788290212230353225259027338565103002837 2501714 59780174 22602419367 99661140067 8984 39257 5794849017966652740
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Generating Encryption... u-41001133870973500070597930100540L1 76174 58099400268417 241648353 38058780396 3608614 3404 068 31.64200088039207106707480592 38652031
Encryption Finished x=630422001923204040228108616089306412176520328336749560388780661224187 57636893444 74014 2474605608932 557774 6928189834751 304142
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Encrypt By Loading Old Key Files

A=506465445609730645251534320347419473642357253257714196203159320933093542293690544 3460923464 80531337121281072249511275201233
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F=354431590175705795751443596354641762655425c024614 . R
Hes33002151714008227162420073042008 4267163131 5447 Encryption/Decryption Program
11=553982619575873846263413098554303395604030899975911 R R . .
syt « 1 NE ENCryption Program is responsible for Encrypting the
user name
and password and encrypting saved sessions.
The Program uses the RSA encryption scheme.
Some of the security features include large encoding of

L=398430653749273024375852725963395729391762110379944
files, a

M=34715855279784591670449221454474254704028259845160!
padding / hiding scheme, and a chunking scheme.
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R=62641683279449001088854673839462132253097649530185
5=182692589389887904051500198390635235461210271614104
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Bl R I Create a secure system that extracts bank information, and
compares this data with physical documents. N ———

from key sizes to encoding maps, etc...
User Portion Program . Legal Amount

Anything you can do in the user interface can be done in the
@) administrator program.

You can do the encryption / decryption of your files without Literal Amount
knowing Date
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Reco: 231894 Score: 986

Recognition Results
[Z] Forms Description

OCR Field Types T

Result Bar
Tree Bar

ﬁ | |D:\A2iA_D atahS avedimagesHere 00.bmp

Processed in 374s | °

Elength.txt
(Encryption lengths
of chunks)

YourFile.txt
(Information en-
crypted with spaces
to fill in junk)

EncodingSpac-
ing.txt
(Encoded file
spaced)

info.txt
(The combined files
above compacted
into one)

SpaceValues.txt
(The values of how |
am chunking up
Encoding.txt into
spaces)

(6)

EFile.txt
(The official en-
crypted file with all
the security features)

Encoding.txt
(Encoded version of
Decoding.txt using the
alphabet map)

the details of the encryption process.

You can generate a new key set or use old key values.
You can’t customize the encryption process.
Encoding bitsizes are 255 bits, keys are 500 bits.
Padding / hiding is set to 500.
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REPLAY A SESSION

Keep-Alive: 300
Proxy-Connection: keep-alive

SAVE A SESSION Referer. hitp:idataset.cs.utah.edu/~jckingst/

-c- TOBVICMIOWIZIZZZUESAmMmdI 232 2K -le
Date: Wed, 09 Dec 2009 16:24:023 GMT

Server: Apache

Last-Modified: Wed, 28 Oct 2009 20:01:28 GMT
ETag: "11925e6-1aef-47704429cf500"
Accept-Ranges: bytes

Content-Length: 6895

Content-Type: image/gif
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Purpose of the touch screen

Provide friendly interface and assistance to the user while scanning documents.
Assembling the touch screen

Embedded LCD Controller, Screen, Touch Pad, and Enclosure case.

RUHN - SAVE A SESSION RUH - REPLAY
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mlut Programming Touch Screen

e e --H=Tvann=rh=ToRna=e & I t f All commands are sent to the Controller through USB or Ethernet.

Document Scanner

iﬁagi YI'< |ZTCOPKDIBIC)HFTzh 3 &8] 2K b RIDOC T MORIIIw Out Commands are sent through software programming in C++.
<l -+ All commands that are sent to the Controller must be in the hex format.
LCD commands range from
- Determining the color of the screen
Placing images on the screen
= Placing buttons on the screen
Displaying simple text on the screen
Drawing polygons on the screen
All images and fonts must be saved on the SD card interfaced to the touch
screen.

Status

i v
Enter your name Steven | See broswer traffic

Port number for browser socket |E |
Port number for website socket |EI:I |

See Internet traffic

Enter in the website |c| ataset.cs.utah.edu |

BIE Integration
The internet session program records all
traffic traveling to and from a web browser.
It then has the capability of replaying that
session back.
So a user can go to their bank website, click
on the link that downloads their bank infor-

mation, and then at some future time, they .
can replay that session and get their current Bank Transactions are grouped by category. Easily retrieve old documents when you hover over the verified
Click on a category to view all transactions in that

bank info without traversing the internet. check-mark.
PROXY SERVER (The user just replays it!) category. )
Firefox Verified Date Pay To

The program is initiated through a proxy and 9 ﬁﬂo{?noﬁnznﬁ GMC Dealership School
Firefox is set to talk through this proxy. —
'le: Chase I_ _IDate: ‘-// 2404
196/23

$ /0,000.00
Dollars

User HName

joe

Send To Database —

Category Amount

String output = "";
URL commandURL = new URL("http://192.168.10.100/Excella?DeviceScan™);
String outputX¥ML = ""+
"<2xml version=\"1.0\"2>"+
"wDeviceSettings>"+"\n"+
"<ImageOptions>"+

$10000.00

Educabticn - $338.33 -

$9.70 Scanner Control

Scanner is controlled with a Java program:

¥ RE AN YW AR BN WNEDR
Java Program
. XML is the language used to communicate with
I
the scanner.
"<Resolutionl>200x200</Resolutionl>"+

C++ Program
Scan Delet
Documents clete
Home Description Srand pew Cap-lontiae Frix .
$9.70 hecompressiontsNonE</ compressiontsne | T TP URLSs are used to run specific scanner —
6

Verify your bank information "<ImageSidel>FRONT</ImageSidel>"+ functions like: T7 TS é)
joe's Account reen

$9.70 a. Configure settings

a VeriFinance

Financial Management System

Auts | GES - $29.38 Dﬂl‘GM( ﬂ?m/tr;‘_‘.}d

"<Number>2</Number>"+
"<ImageColorl>GRAYS</ImageColorl>"+
"<FileTypel>BMP</FileTypel>"+

$9.70

Grocaries - $45.68

Start Date:

For Tamq.m W€ ”ma‘fﬂn Auth By e L "wImageColor2>GRAYE</ImageColor2>"+

Y "<FileTypel2>JPG</FileType2>"+
"<Resolution2>200x200</Resolution2>"+
"<Compression2>JPEG</Compression2>"+

"<ImageSide2>FRONT</ImagesSide2>"+

b. Check scanner status
c. Scan document (Single or Auto-Feed)
d. Browse through scanner setup

End Date:
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"o/ ImageCptions>"+"\n"+
"<hpplication>"+
"<DocUnits>ENGLISH</DocUnits>"+ 11
"<Transfer>HTTP</Transfer>"+
"o/Epplication>"+"\n"+
"<Endorser>"+
"<PrintFont>INTFONT2</PrintFont>"+
"<PrintData>foo &amp;bar &lt;bletchsagt;</PrintData>"+
2009-11-02 A-1 Disposal "< /Endorser>"+"\n"+

: = "<ProcessOptionss>"+
3 : Dlicai s "<MICRFmtCode>0</MICRFmtCodes"+
2009-11-11 Family Stores "<DocFeed>"+feed+"</DocFeed>"+
"<Endorse>NOo</Endorse>"+
"<ReadMICR>E13B</ReadMICR>"+
"< /ProcessCptions>"+"\n"+
17 18 "</DeviceSettings>";

HttpURLConnection connection = (HttpURLConnection)commandURL.openConnection ()

25 . X
connection.setDolutput (true) ;

Date input is made simple with a popup
calendar.
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Login Screen Error Screen
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December, 2009
Today

No Docupfents

Edit Transactions in the, nner

Get
Document
Verified
PDE Integration Program
There are two main programs for the PDE Program: N [
° C++ Program éomplete Press uompeﬁ -
a. Responsible for managing touch screen. 5
b. Must send/receive document information
from Java program for PDE user interface. 8 prossec
. Java Program Complete
a. Responsible for running OCR, document

scanner, and sending data to the database.
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System.cut.println("Sending XML to scanner...");
QutputStreamWriter out = new QutputStreamWriter (connection.getOutputStream());

Display Screen Fix Screen

Select date

out.write (outputXML) ;




