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Brief Motivation

Identity theft and fraud involving money have been two consistent threats that have lingered
around us for some time. If someone’s personal or bank information falls into the wrong hands,
he/she could become a victim who could potentially lose a lot of money, or consistently pays
bills for services or items that they aren’t receiving. For instance, say an online company got a
hold of a person’s credit card information, and assume that this company begins charging this
person monthly for services he/she will not receive. This victim would not be able to identify
this fraud unless he/she consistently balanced his/her credit card bill, and verified that each
transaction that appeared on the bill was valid. One way to solve this problem is for people to
become increasingly paranoid about every transaction they make, and ensure that no “surprises”
appear on their bank statements or credit card bills. This becomes increasingly tedious and time-
consuming for those who make a lot of transactions, or even businesses who are obviously very
interested in securing their financial information on a large scale.

Introduction

The intensions of this project were to provide a way for a person to obtain his/her personal bank
information, compare this data with physical documents, and make this process be as automated
as possible. These physical documents range between checks, receipts, or any document that can
serve as proof of a transaction. In order to accomplish this, the following components or ideas
needed to be implemented: a database to store all of this information, a scanner to scan the
physical documents, OCR software to read the data from the physical documents, software
programs to extract the bank information, and several other programs to make this system work
together securely. With these intensions in mind, we have created a system which incorporates
all of these features as well as others that have been added to provide more functionality for
users.

Hardware and Software Design Overview

The sections that follow discuss the design and implementation of the hardware and software that
is involved with this project. All of the system components can be categorized into one of the
following below:

Software

e Bank Website: created by us to for legal purposes. Real banks do not want this
type of program to access their information. This does, however, give us complete
control of what is extracted from the “bank’s” website.

e Bank Information Extraction Integration Program: used to extract the user’s bank
information from our bank website.

e Data Encryption Program: used to encrypt and decrypt sensitive or personal
information like usernames and passwords that are required to access transaction
information.

e Database User Interface: allows users to access and modify their transaction data.
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Database and VPN Software: Ingres is the database being used, and a mixture of
ShrewSoft and Cisco Client is the VPN software that’s used.

OCR Software: reads the text from the fields of physical documents.

Physical Document Extraction Integration Program: used to integrate all of the
components of the Physical Document Extraction (PDE) component.

Hardware

Iron Key: Used within the BIE component to securely store sensitive information.
MagTek Excella Check Scanner: used exclusively to obtain the image of physical
documents.

Touch Screen: used to provide a user interface for the PDE component of this
project.

Component Overview

This project consists of three main components: the Bank Information Extraction (BIE)
component, the Physical Document Extraction (PDE) component, and the database. The
diagram shown in Figure 1 consists of all of the main components that exist within this project as
well as the integration requirements.
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Figure 1. Project Iayout of all of the main components for this project.

The primary goal of the BIE component is to extract the bank information from the bank website
using the HTTP protocol through the internet. All of the required sensitive information, such as
usernames and passwords, is stored on the Iron Key where the integration program can easily
extract this data. The data on the Iron Key determines what and whose bank information will be
extracted.

The primary goal of the PDE component is to provide an interface in which a user can scan
documents, have the system read the data, and send this information to the database. Note that
the OCR software required in order to read the data is embedded within the integration program.
More details will be explained in that portion of this document. The user will interface with the
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PDE component directly through the touch screen. All of the required functionality that is
needed from the user is controlled in this manner. The user will be able to see all of the results,
and fix errors if needed before they send this information to the database.

BIE Component

The BIE portion is responsible for extracting a user’s bank information from his/her bank’s
website. This consists of two major hardware components and two major software components.
The hardware components include an internet computer and an external flash drive while the
software components include an encryption program and a session save/replay program.

Hardware components:

Internet Computer:

The internet computer can be thought of as the central hub for the BIE portion. Every part ties in
with this component. First, all traffic from the outside world, either in or out, will run through
this computer. This happens through the session save/replay program which is housed on this
component. Also, the encryption/decryption program is housed on this computer.

External Flash drive:

From the start it was decided to try not to store any secure information on the Internet Computer.
This was a central design concept because anything on the internet computer would be more
susceptible to security breaches whether from the internet or locally from the machine. To
account for this idea we included an external flash drive. The External Flash drive can be
thought of as the security vault of the BIE portion. It will house the encrypted login names and
encrypted passwords of the user’s bank website. It will also contain the key files to decrypt the
user names and passwords, but will not have the program to decrypt it. These user names and
passwords will be encrypted. The type of flash drive we have decided to use is the iron key
personal. The iron key provides a large arsenal of security options, a few of these will be
discussed below.

The iron key offers abroad and local protection of data. Even if the iron key is physically stolen,
the information cannot be retrieved. It accomplishes this through hardware encryption, self
destruct policies, and physical potting of the hardware. The iron key provides hardware AES,
military grade encryption through its crypto-chip architecture. If the iron key detects even an
attempt of a security breach, such as a brute force attack, it will internally self destruct. If
someone tries to open up the iron key and connect through the hardware then they would have to
break through hardened epoxy potting without destroying the circuit.

Software components:

Encryption/Decryption Program:

The Encryption/Decryption Program is used for the sole purpose of securing user names and
passwords for bank websites. It was added as another security layer in case the iron key was
compromised. The ED program was custom programmed and is based on the RSA encryption
scheme and Java programming language. Attached in the appendix is an in-depth easy to follow
users/technical manual. The ED program operates through the Java console user interface.
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Bank Information Extraction Program:

This program is the most important part of the BIE component. It is the part that brings together
the BIE and PDE components. It is the method by which the bank information is obtained. This
by far created the greatest road block in the project.

Security/Encryption Program

Here is a high level view of the encryption process. You start out with a txt file containing the
data you want to encrypt. Next you go on to the encoding process. The purpose of the encoding
process is to map the characters to numbers so that they can be encrypted. A mathematical
program doesn’t understand how to encrypt a string such as “hello”, so we need to map it to
something like “12343139”. After this then the encryption/decryption keys are created. Next, is
the padding phase. This phase is not traditional padding where one is just appending bits on to
blocks to make block sizes appropriate lengths. What it does instead is it creates a bunch of
random data, far more than the actual data, and inserts garbage into the encoded messages. It
was added as another level of security. After this it encrypts the data. There is many more steps
in the process, but this is the basic process.

Another feature of the ED program is the ability to customize the encryption process at every
step. For instance, for the encoding process, one can specify a permissible bit size, from 0-
infinity, approximately, 1 out of 4 bit sizes are not appropriate. So while 11, 12, 13 are
permissible, than 14 and 10 are not. The mappings are generated random each time. An
example of what an encoding mapping of 511 bits would look is shown in Figure 1.

When generating a key file one can specify how large of the encryption components will be:
The user can specify the modulus size, the encryption/decryption exponent size, the key size,
etc... There is no limit on the key sizes other than the time it takes to create keys of those
lengths. The program can create 2048 bit key sizes in a couple of minutes. Once you get larger
than this then the time to create the keys grows exponentially. The padding step can also be
customized; you can decide how much garbage you want to insert into the encrypted message.
The program encrypts using ECB - electronic Code Book meaning it breaks apart the message to
into chunks to be encrypted, but is not susceptible to open ECB attacks because of the padding
step.

Another addition that makes the program more customizable is the automatic vs custom
encryption process. One can have the program create everything for you automatically, one can
have the program do portions of it automatically, or one can customize every single part of the
process themselves. The program also packages up all of the key information into a nice
compressed text file so that the same keys can be used for a particular session.
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4 Alphabet.txt - Notepad BER|
File Edit Format View Help
bitsize=511 A

DecimalDigitsize=154
3=512807298426490121200039230736006895441723984927027614060686784873067670472153905078303044075309858840657878052947033551599
b=62854779722849123039907102006046230121376055894 5850097 5014005932107234 885534135447 366744417439844318413350833450033764 53760
c=4147582512737304 5119895549224 38360792498552577022288100479763770378632963121145652533783337654668060708278339000484 70202228
d=571536407472683002610542970909004638133186670519832738792503991857342164138566322127372354178448283349273250229180965349020
e=3386104682956593680838586411878072506900702831756326627819452317478112068128407397835219515823688850124701531674 58561121517
f=406320651757148080901147799373700230575710288351905945911604298653683851775377178691987756053276583386243072480119924354092
E=550090032?5519?26294962?1??232?48192366932614486318?0531166901518141?098202?2841953292492428?858529510?08519265?333?5154066
=319712451710107738882175451386488963132793388463300619674662618634682040358606139652916197790202269016518874523419126276682
1=469047662604513052388315120807537749814905673914828842252498355126255421536882817694004173254835096927557341480627633541628
E=420592606912998?865132096??6595?335220429648133692628922109545963985695?05352024310563291?02521690303311?69936514102109490?
=447922511235051838131403830658847293648083472067840499692967646470235844259004797804040269104474607308925927713472105255306
1=663349196435071583654959153940067944761901099136051773644285906413563208299893702268092143041507304039537568647009859191599
m=437371874830974903264539024140177721601547958664840013542488960902959704855747871160298217566754253864275332621625912269852
n=638328540251650263015098313647743793509750763830621708121031431734150382481000866069644360403648868832104039288384629421669
0=640695991705003788881220946594519037251002756495201523068806660544 5873638164 54335865768620604665328398035275357784777158547
p=620213069909187850066818262028876403523584687811264108562378034422802432735576339422025086597223366419926515765693117289429
0=068043423175261315338294048879972156405767166275165438893478308283692728194984155579524535058880666177038396753585187752870
r=5873024255287733079325383881914386527687514668186591034933404752970505938816217864 348380633224376504161162929384 52842701121
5=5341076502687007998432610003111826039598954554363960450295220945025051289522919303205055064 591330850601 28662503020652935150
1=60489236923668957247882902122303532252590273385651030028372501714597801742269241938799661140087898439257 579484 9017966652740
u=33980733384169052448280177018215744326834 38871640622212673311832300767181320182439229468070037432167458440232074074 23322742
v=4157617945297856086131656977155962184331088767596334587929158443539906567858033118429756770308522121024530888534897520330545
w=41991133870973990070597930100540117917458999400268417241648353380587803963698614 34940683164 29008803920710670748059238652031
%=0304220919232940402281086160893064121765203283367495603887806612241875763689344474014247469560893255777469281898347 51394142
y=363904060482640085290332419842354999094755319522626531630051651668952899773548959774099825595748310562278039732047455772442
Z=46637131642370082136224906167191633092530589031547809222178287883205168267984686410395359251538905139003958777 582576558197 86
A=506465445600730645251534320347419473642357253257714196203159320033093542293690544 3460923464 80531337121281072249511275201233
B=3748979209205269600042173569960030695443216913723072168879381414011545185292772444504679107081546818859380059199139834558795
(=63032970900164513565975462044131471145256615305297564300165238834265873769134044 558063 5477501295086226577525508999901460419
D=631383567024719993971979990878052243303908542138390401515400525405707572152561003647066722039667535921289258844969770522502
E=603468041127121619752522581614766629974847758734042682971791252421 80977624 3416449032624969770020254711864 5929005552 31832304
F=3344315901757057987514436063546417626584260024614 69210647797 586567122270923851 5646499464 3780078974 3616882747140841091730909
G=4862463247078851520786837774508178587813963343250444043495450626401280285622306553361141665728309775157618410724239275136329
H=5330021517140062271624290750420067842671631315447325620328906156251921073547069522 5448784 81834129613575728699384 95163967845
I=553982619575875846263413098554303395604030899975911071692263137878043762532492534785992465705199741997736266782001593647540
J=613919465413728797501332489381656497214018986162075936184090948582494244955830504919960319599864758582360994661550109136412
K=39842228560296916808484353899037470454299000044156502454 3813348139219088490316636143548569429482285849448496515035582932731
L=39843065374927502437585272596330957293917621103799463902449277811191484 5085998067 3259117661361249813392031368125852110518180
M=3471585527978469167044092214544742547040282598451605192490186755512184321244078587975961606158187899694701424925577833406113
N=474242100762454227500972312110704804 2740445221785873015060880155750560978514071244957490065919949667795377973700154 08797597
0=46747522776993434824670556040789233426756882479981395623795649924 2828337664 81470881537265604783041478764941204 5807632426830
P=4172773942071828018228275083031643916246314034984967924570921198800956214218375539850598488826780780233696839177604568330920
Q=41978761008699900579521712768309634233838801079173674780313727284238037527351015800639531423466577732421795884 8195019937435
R=62641683279449001088854673839462132253097649530185047764875130250134368364 37799720252701226670514 8737013828404 5492196278935
S=38259258938988?9049515001983906352354612102?1614104681925909456593?949000484061213598814019501509536?85380?5045946?45139846[vl

a | @

Ln 13, Col 46

Figure 1. Sample alphabet mapping for the encryption program.

Bank Extraction Program

There were many ways researched and discovered to accomplish the goal of retrieving a user’s
bank information. A brief description along with the pros and cons of each method researched
are listed below:

e OFX protocol — Open Financial Exchange
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Commercial software such as quickbooks

Open source programs like gnu cash or KmyMoney
Screen Scraping

Session Playback

OFX protocol — Open Financial Exchange:
The Open Financial Exchange was collaborated effort by companies such as Intuit and

Microsoft to streamline a standard of the transfer of financial information. It has been
adopted and implemented into most of the larger financial organizations. With this
protocol one could automatically connect to their bank and download their information in
a nicely organized text/excel file. This by far would be the most efficient, the most cost
effective, the most dynamic, it would provide the most control, and would be easy to
maintain. The problem with this is cooperation from financial institutions. Despite the
“Open” phrase in the name, the Open Financial Exchange is not open for particular
implementations. So even though the entire OFX language is accessible, manuals are
readily available, and bank clearance codes can be found online, then one has to get
permission from the financial instution to open the gate for communications to their
servers. Financial Instutions are very paranoid about letting single users have this access.
It is a big security risk, in their eye’s, and isn’t worth the time and effort to them. They
don’t see any reason to grant this access to anyone else because there are already other
pieces of commercial software that do this like quickbooks. Some institutions also have
proprietary contracts with commercial software companies such as Quickbooks to where
they won’t let anyone else in unless they are using Quickbooks. Banks that we attempted
to get setup in this area were Bank of Utah and Chase bank.

Commercial software:
Using existing software would be the easiest to implement of all options. It would also

be the easiest to maintain because you wouldn’t have to maintain it. It also provides
many shortcomings. For one, it would eliminate a lot of the motivation for the project in
the first place. It would get rid of the BIE portion almost entirely. Other cons are that
you wouldn’t have half as much control which could mean loss of
functionality/customizability, privacy, and security. As far as privacy and security, then
who knows who is looking at your information? It wouldn’t be the most cost effective
either. These pieces of software can range in the hundreds of dollars. One would also be
subject to licensing fees and yearly dues.

Open source programs:
Implementing this would also be an easy option. This avenue would provide many of the

same advantages and disadvantages as with using commercial software. It also comes
with many more disadvantages. Many of these open source programs implement border-
line illegal techniques to get their data. Many impersonate other commercial pieces of
OFX software as to gain access to their information. Two that do this are Gnu Cash and
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KmyMoney. They can’t even package the bank downloader information in their
standalone product because they will get in trouble. Rather they offer plug-ins that do the
borderline illegal work. For the above two programs mentioned then there is a German
site that you can pull the plug-ins from. One last interesting note to mention is while
researching a forum on how to pull your data, then it was mentioned that you had to tell
the banks you were using QuickBooks when setting up the connection with one of the
open source programs that were looked at.

Screen Scraping:
This method would also be a fairly easy one to implement. The biggest problem with this

would be maintenance of the program. If a bank changed even the slightest things on its
website then one would have to adjust their program accordingly. This could be very
time consuming especially if you are having to update multiple banks all the time. For
this reason, this option was discarded.

Session Playback:
This is by far the hardest of the above mentioned methods to implement. This saves a

users internet session and then replays it back. So for instance, if someone starts their
browser in Google, navigates to their bank website, logs in, and extracts their bank
information, then one can package this session into a nice file and replay it at anytime.
The replay would go through the same things, it would start at Google, navigate to and
through the bank, and download their bank info. This has a big advantage over screen
scraping in that there is close to zero maintenance involved. If a bank changes their site
and it affects navigation of a previous saved session then the user can go through and
manually record a new session to be played back at anytime. Since the banks are the
ones updating these files that can be downloaded then each time you replay the session
then it will go through the same process, but give you the updated file.

How Session Playback works:
The Session Playback program consists of 3 crucial entities: A Firefox browser, a self-

contained proxy server, and the destination website. The reason an actual browser such
as Firefox is used is so that we wouldn’t have to write a fully fledged html/http compliant
program. To do this would be a tedious and difficult amount of work. With this in place
then one can see what they are saving as it is being saved and can see the replay of was
navigated through. The only work as far as the browser is concerned is to configure it to
work  with a  proxy. This can be done by going into
Tools—>Options—=> Advanced-> Settings and then clicking on Manual Proxy configuration.
The destination website is just there to grab ones data from. The proxy is where real
work takes place.

The Session Save/Replay program entities can be diagrammed at a high level as shown in
Figure 2.
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WEB BROWSER PROXY WEBSITE
(FIREFOX) SERVER
(Entity 1) ) (Entity 2) (Entity 3)
LEGEND:
= Socket
- 5 = I/O Stream

Figure 2. Simple diagram of the Session Save/Replay Program.

The Session Save/Replay program, from a programmer’s perspective, can be broken up into 2
parts or concepts: Session Saving and Session Replaying. In the program itself, these two parts
are broken up into two separate packages (so two separate programs) with a small bundle of
classes pertaining to each. These two packages are V2Http and ReplayV2.

The classes that pertain to V2Http
e proxy
0 The central part of the program. (where main is called)
e clientProxyThread
0 A thread to handle everything coming into the proxy from the browser and
everything going out of the proxy to the destination website.
e serverProxyThread
o0 A thread to handle everything coming into the proxy from the destination website
and everything going out of the proxy to the browser.
e Converter
0 Handles byte and string conversions.

The V2Http class works as follows: V2Http starts the program by calling the class proxy. Proxy
initializes all of the connection setup and user permissions. From here it creates two sockets
associated with the proxy entity; one to handle the 1/O between the proxy and the browser and
one to handle the I/O between the proxy and the website. After this it calls the
clientProxyThread and the serverProxyThread respectively. These two threads are running
simultaneously. It also, passes the created sockets into these threads. Once this is done it waits
until the two created sockets are closed and then starts the process over.
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The clientProxyThread works as follows: It creates 1/O streams to the appropriate sockets. These
streams consist of an input stream to the proxy entity from a local host connection (the browser),
and an output stream to the website entity (based on a URL). It handles and manages all of the
http traffic coming from the browser. This includes saving the information to file, checking and
filtering the information for particular requests (i.e. httpl.0 httpl.1), and converting the
information into an understandable format for a human being to read.

The serverProxyThread works as follows: It creates 1/0 streams to the appropriate sockets.
These streams consist of an input stream to the proxy entity from a website (based on a URL),
and an output stream to the browser (through local host). It handles and manages all of the http
traffic coming from the website. This includes saving the information to file, checking and
filtering the information for particular requests, and converting the information into an
understandable format for a human being to read.

The classes that pertain to ReplayV2
e ReplayProxyV2
0 The central part of the program. (where main is called)
e ReplayclientProxyThread
0 A thread to handle everything coming into the proxy from the browser and
everything going out of the proxy to the destination website.
e ReplayserverProxyThread
0 A thread to handle everything coming into the proxy from the destination website
and everything going out of the proxy to the browser.
e Converter
0 Handles byte and string conversions.

ReplayV2 has a lot of the same functionality as V2Http, but also has many things that are unique
to it. The timing issues are handled a little bit different and many of the subtle details that make
the program work are different.

The ReplayProxyV2 class works as follows: ReplayV2 starts the program by calling the class
ReplayProxyV2. This class initializes all of the connection setup and user permissions. It parses
the saved data and stores appropriate information such as the saved URL’s for future processing
and the request information to replay back sessions. From here it creates two sockets associated
with the proxy entity; one to handle the I/O between the proxy and the browser and one to handle
the 1/0 between the proxy and the website. After this it calls the ReplayclientProxyThread and
the ReplayserverProxyThread respectively. These two threads are running simultaneously. It
also, passes the created sockets into these threads. Once this is done it waits until the two created
sockets are closed and then starts the process over.

The ReplayclientProxyThread works as follows: It creates 1/0 streams to the appropriate sockets.
These streams consist of an output stream to the website entity (based on a URL). One of the
main differences between ReplayclientProxyThread and the clientProxyThread previously
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discussed is that ReplayclientProxyThread is not recieiving information from the browser, but
rather from the saved session from file.

The ReplayserverProxyThread works as follows: It creates I/O streams to the appropriate
sockets. These streams consist of an input stream to the proxy entity from a website (based on a
URL), and an output stream to the browser (through local host). It handles and manages all of
the http traffic coming from the website. This includes saving the information to file, checking
and filtering the information for particular requests, and converting the information into an
understandable format for a human being to read.

GUI Interface:

To manage all of this by hand can be tedious and require a very extensive knowledge of the inner
workings of the program. For this reason a user interface has been created. An example of the
user-interface program is shown in Figure 3.

|$ Java - StevesSwing/src/SeniorProjectGUI/InternetSessionProgram. java - Eclipse Platform [._]E]
File Edit Source Refactor MNavigate Search Project Tomcat Run  Window Help
e b EEE -0 EEE @S Y P A E Y [ %5 Debug | & 3ava
GLm| il |BE-
=™ = O] 1] \intemetSessionProgram java 52 1J| ReplayProxyv2.java SO\ =0
=l <‘)==€> = ~ s h Selection
ot ~ INTERNET SESSION PROGRAM [1 Marquee
< Choose B
be &Q 00se bean
Aay -:'3',;Sw|ng Cou, 0
playv2 SAVE A SESSION REPLAY A SESSION = JButton
Converter.java
ReplaydientProx /] ICheddox
ReplayProxyV2.j (#' JRadioButton
TReplay'servErPrD 1[I Toggleu...
itto i JLabel
itto RUMN - SAVE A SESSION COMSOLE FOR INTERNET TRAFFIC RUN - REPLAY 51 TextField
cllenhﬁrnxyThrea () Password...
Converter.java
preproccessing. ji [LE Trexthrea
proxy java 04 Islider
serverProxyThre
[0 JScrolBar
fEmpjava STOP STOP .
TestBench.java [£E JList
stem Library [res JiJCDthBDx
Jug.jar ocul [tz ITree
oding. txt EEH TTable on
a = sscrolpane
EF JTable
e hd B TableColumn

liorProjectGUL < | £y

InternetSessionF — - = e . . . T J, Swing Cantai...

IDaraccBar

':? InternetSess

< 5| | B console 32 g JavaBeans| £ Properties = u o & ] ri-=48 "5 AWT Controls
i 0¥ Writable Smart Insert 50:1 In Sync

Figure 3. Example of the BIE Component GUI Interface.

In Figure 3, the Saved Session portion is on the left and The Replay Session is on the right. To
save a session, just click on the appropriate “Run” button, and to stop the particular running
program then click the appropriate “Stop” button. The incoming and outgoing internet traffic
appears in the Text Area.
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The program currently only supports http. This means that it will not work for anything that uses
https. Most everything that deals with secure information, such as the banks, use https. To
account for https in saving and replaying sessions would be a project within itself. If there was
another semester available to work on it then it could be done, but there is not enough time. The
thing that makes https hard is the randomness that is apart of the encryption process. Even
though one could save the sessions, replaying them would not work in the programs current
form. This is so because the website would recognize that the authentication/key information
does not match up. The website would not recognize the requests. The fix for this is would be to
not worry about saving the keys long term, but rather the request information. What one would
do would be to automatically generate the session keys each time, do all of the
encryption/decryption in the proxy, save the appropriate request and response information, and
for the saved request/response data then encrypt and decrypt it using the automatically generated
keys that are produced each time. To take care of the fact that our program doesn’t supplement
https, then we created a fake bank website to demonstrate our project through.

Database

An Ingres database is being used for this project. This database can only be accessed while
connected to a VPN. The database can be seen below in Figure 4. Notice that transactions are
tied to documents with a foreign key. Documents include checks and slips. The ‘cardNumber’
field in the document table holds the Payee’s card number (for slips) and the MICR code for
checks. Both the card number and MICR code can be used to map to the Payee if needed. The
access table is used to store the user’s login information. In the future it may be expanded to
reference a customer’s multiple accounts.

| transaction v
| document i idTransaction INT :l access
idDocum ent INT 5 idDocum ent INT idAccess INT
payTo VARCHAR(45) > date DATE userName VARCHAR(45)
date DATET IME payee VARCHAR(45) firstName V ARCHAR(45)

payee VARCHAR(45)
amount DECIMAL{11,2)
image VARCHAR(120)
cardMum ber VARCHAR(45)

e

payTo VARCHAR(45)

» amount DECIMAL(11,2)
location V ARCHAR(45)
description V ARCHAR(60)

lastMame VARCHAR(45)

» password W ARCHAR(45)
email VARCHAR(45)
role VARCHAR(45)

issuer TEXT paym entMethod VARCHAR(45)

e R category VARCHAR(45) >

Figure 4: Database Schema

VeriFinance User Interface

VeriFinance is the application that facilitates the verification of bank transactions. It allows the
user to match up each transaction with a scanned document. It presents graphs to summarize
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financial information in a meaningful way. It also allows the user to modify the transaction table
in order to correct an error.

In the VeriFinance application the user is greeted by the welcome screen seen in Figure 5, where
they receive a brief explanation of this financial management system. The user can log in
through the sidebar on the left or else create a new account if they wish. The design you see
below was ported from a website theme created by Aquia Drupal. A download of this theme can
be obtained from the Drupal community at http://drupal.org/project/acquia_marina

0 VeriFinance

Financial Management System

Home

R : Financial management made easy!
Ever wonder where that mysterious
Username: * charge on your bank statement came
from? Have you ever regretted not
saving a copy of an old check or
Password: * receipt for verification purposes?
If you answered yes, then VeriFinance ]
LOG IN is just what you need. It allows you to 2
i Creti IO AOOaIE keep up-to-date bank information at
your fingertips. You can easily view J
» Request new password A g- P ) )
images of old transactions to verify
that you actually did spend three i b
hundred dollars on paper-clips last ]

need to keep huge filling cabinets full

of old documents in your office Bank Da‘ta Documents

anymore. I know, you love us don't

\ > "
month (Sad, but true). . i, =
) N -
A check scanner is used to store old —b_ N |
financial documents like checks, bank k
statements, or receipts. So, there's no ‘, :_]T

you?

Know for Sure

Figure 5: Welcome Page

Once the user is logged in they see a pie graph summary of their account information. The pie
graph divides a user’s expenses into categories defined by their bank. Each category in the graph
is clickable to produce a second pie graph showing all expenses within the selected category. A
back button is provided next to the graph that returns the user to the main screen. Users will love
the beauty of this animated graph. Each category lights up as the cursor hovers over it. This high
quality graphing library was provided by Open Chart. It is based on Javascript and Flash
technology. It is an open source project that can be found at http://teethgrinder.co.uk/open-flash-
chart-2/. Version 1 was used in this project, but Version 2 of open chart is now complete and
may be used in the future to display bar graphs. Figure 6 below shows an example of the
working pie graph that has been integrated within the database user interface.
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@ VeriFinance

e GRAPH Verify your bank information

- Joe's Account

Update Chart

2- 5138, d
Edt Transactions '

Verified Date Pay To Category Amount
4 2009-11-02 A-1 Disposal 2 $78.00
2009-11-10 Jake's Quickiube 5 $35.00
2009-11-11 Family Storas 3 £46.00
o 2009-11-11 Wasthaven Apartments 2 £58.00
6

$78.00

v 2009-11-11 Sinclair
Figure 6: Transactions Pie Graph )

If the user is overwhelmed by the amount of data visible he can limit the data to a specific date
range. This is accomplished by using the date selectors in the ‘Easy Graphs’ box and then
clicking the *Update Chart’ button. The table below the graph shows a list of all transactions. In
the left most column are green check marks next to every transaction that has been verified by a
scanned document. Rolling the cursor over the check mark shows a pop-up view of the actual
document.

In order to increase the usability of this application it is possible to add and delete transactions.
This is done by clicking the ‘Edit Transactions’ link which takes you to a new page displayed in
Figure 7.

On the “‘Edit’ page errors can be corrected by deleting the error transaction and creating a new
one with the desired changes. Input of transactions was designed to be as quick and easy as
possible. The user enters the location where the expense was made into the ‘Pay to’ column. The
‘Category’ column uses a drop down menu of predefined categories (based on categories used by
Wells Fargo). The date field contains a pop-up calendar to simplify date entry. Once all fields are
populated the user can insert the transaction into the database by pressing the ‘Return’ key or by
clicking the “New Transaction’ button. If desired multiple transactions can be deleted at one time
by clicking multiple check boxes and pressing the ‘Delete Checked’ button. The “Verify
Transactions’ button limits the table to view all transactions that have not been verified yet. In
this way, the user can easily focus on the items of most concern.
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0 VeriFinance

Finandial Management Systam

Bringing peace of mind to your finances

Edit Tabie Home | Graphs | Logout
Verified Pay to Category Date Amount Delete
Pledge 4

74 November, 2009 L -
0 A-1 Dispasal Rent = [l STy s =
¢ s Market S wk | Sun Mon Tue Wed Thu Fri Sat )
o Westhaven Apartments  Rent 14 1 2 3 4 5 5 7 E‘
0 Waesthaven Apartments  Rent 45| 8 9 10 11 ’: 13 14 D
a Amazon Education 46| 15 16 17 18 19 36 21|
0 Redwood Grocery Grocery 47| 22 23 24 25 26 27 28]
0 Best Buy Education 48| 29 30 ]
0 Radio Shack Hobby Select date =
i} Sinclair Gasoline 2009-11-11 $78.00 ]
(] Movies 9 Entertainment 2009-11-09 $13.00 =
i} Jake's Quicklube Car Expense 2008-11-10 $35.00 D
i} Family Stores House Repair 2009-11-11 £46.00 =

New Transaction I [ Delete Checked J {Verify Tra nsactronsJ

Figure 7: Edit Transactions

Security and Integration
<TO BE COMPLETED>

PDE Component

The PDE component needs to provide a way for a user to scan documents, have the
system read the data, and send the correct information to the database. A Diagram of the PDE
component is shown in Figure 8 below.

PDE Component

Touch Screen

Ethernet

PDE Integration%
Program %

/N

Databasc

=

Microcontroller

Ethernet

Check Scanner

Figure 8. Basic layout for the PDE component.
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PDE Component Interface Program

The PDE component interface program is the “glue” that makes all of this work for this portion
of the project. It consists of two main programs. One of them is a Java program, and the other is
a C++ program, of which the details will be explained now.

Java Program

The Java program within the PDE interface controls the OCR software, the MagTek scanner, and
database accessing. Java was chosen because we were all use to it, and it supported all of the
functionality we needed for each of these three tasks. The implementation designs for each of
these components are explained in the next few sections.

A2iA Check-Reader Software

In order to provide a way for the system to read scanned data, we needed a program that would
be capable of reading English characters with a high accuracy rate. After looking into this for
some time, we realized how difficult this would be so we began looking for some existing
software. After realizing that this would cost too much ($10,000+) we decided to start talking
with some financial firms that might be using such software. After talking with Fidelity
Funding, they agreed to lend us some A2iA software, as well as a “trial version” dongle that is
required to run this OCR software. The dongle will work for only 5,000 documents before it
doesn’t work anymore.

The exact OCR software that is used in this project is A2iA CheckReader International version
4.4.1. This software is not a trial version, but is the same software that is used by Fidelity
Funding. The usage is controlled only by the number of documents that are read according to a
dongle.

The following steps explain exactly how to run this software (after it has been installed).
Step 1: Plug in a valid dongle.

Step 2: open up a command prompt and type: services.msc
You should see a window like the one in Figure 9.
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Services - ' I rE e = @ﬁ
File Action View Help
@B oklBm >0 mnw
Services (Loca|| 2 Sepvices (Local)
Select an item to view its Name - Description Status Startup Type Log On As i
description. % A2iA CheckReader Protection Server International Manual Local Syst... 3
“ A2iA Service Started  Automatic Local Syst...
G ActiveX Installer (AxInstSV) Provides Us... Manual Local Syst..
 Adaptive Brightness Monitors a... Manual Local Servi...
% Alienware Fusion Service Allowstoc.. Started  Automatic Local Syst... !
% AMD External Events Utility Started  Automatic Local Syst.. L
4 Apple Mobile Device Provides th.. Started  Automatic Local Syst...
. Application Experience Processes a... Manual Local Syst...
“Application Identity Determines ... Manual Local Servi...
4 Application Information Facilitates t.. Started  Manual Local Syst...
“ Application Layer Gateway Service Provides su... Manual Local Servi...
“: Application Management Processes in... Manual Local Syst..
4 AVG Freed E-mail Scanner Started  Automatic Local Syst...
“ AVG Free8 WatchDog Started  Automatic Local Syst...
% Background Intelligent Transfer Service Transfers fil.. Started  Manual Local Syst..
Raca Filterina Ennina The Raca Fil __ Started  Aitamatic 1 nral Sond
4 1 L4 \Extended Standard

Figure 9: Services window allows you to start and stop program services.

Step 3: Start the “A2iA CheckReader Protection Server International” that is found in the
services list.

Now the CheckReader software is available for programs to use. The way this software works is
it needs to know exactly where to find the text that it is looking for. These settings are known as
“fields”. Because of this requirement, this means that for every type of document that needs to
be used with this system, it must first be configured within this software. Thus, it is not practical
to make it so this software can read text on all transaction documents like store receipts.

For this project, only two types of documents work with this software, checks and slips. A check
is just any standard check that can be used in a transaction. Figure 10 shows a check as well as
the required fields that need to be present for all checks. A slip is a document in which the user
can write any and all receipt information on. This makes it so only one extra document is
configured, but now the user can still insert all of their transaction information even if it doesn’t
involve a check. Figure 12 shows a slip as well as the required fields that need to be present for
all slips.

At a high level, the way that this A2iA software works is it attempts to read specific fields on a
document that were configured by an administrator. For each field, the software outputs an
answer of what it thought was in the field, and a confidence score between 1 and 1000.
Currently, the Java program is configured such that if the confidence score is less than 700, the
field will be considered invalid, and requires that a user specify what the field data is.

As previously mentioned, each document type must be configured within the A2iA software
before any processing takes place. The tool that allows an administrator (or us) to configure
documents is called the “A2iA Configuration Tool International”. Within this tool, it is
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incredibly easy to configure check documents. However, creating custom documents (like slips)
take a little more work. The next few sections explain this in detail.

Check Configuration

The A2iA CheckReader software claims to work with all of the standard check documents that
are commonly used in the United States. A sample check can be found in Figure 10 below.

JAMES C. MORRISON | 1 31 %
1765 SHERIDAN DRIVE ‘ -
YOUR CITY, STATE 12345 :q.ﬁ]/\ 3;3%{?000

e N\mww@;m@\som
WV\WWQ’ VA%V

&) Securlly Fatmes.
ﬁ Patade o ek

© DELUXE WALLET I8 DUPLICATE

=) AT
DELUXE
iD YOUR CITY, STATE 12345 DO NoT cagHl WW\
4:0000E?B94; L2iLSE 7B
—v-m;mjﬂ
Required Field Field Type Field Value in Sample Check
Pay To Dictionary Word NYC Department of Finance
Check Number | Numerical Character Array 131
MICR MICR Code 000067894, 12345678
Date Any Date String Format 7/7/07
Amount Decimal AND Written 150XXX

Figure 10. The requirements for a check.

There are some very important key words that are used in Figure 10, and each one of them will
be discussed shortly. It is very important to make design decisions first before attempting to
configure anything. Once the administrator has a table like the one in Figure 10, he/she is ready
to configure the document.

Before configuring the check document, it is important to understand what field types are
available in order to make good design decisions. The field types that will be addressed in this
section are the ones used for this specific configuration. These field types are: dictionary word,
numerical character array, MICR code-line, date string format, and check amounts. Each one of
these will be discussed in detail.

Dictionary Word

A field that requires a dictionary word requires a simple text file that is mapped to this field.
This was a design decision because fields with dictionary words are more likely to have better
accuracy when the OCR software reads the data. The OCR software uses the dictionary files to
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make a more educated “guess” as to what exactly was read from such a field. Because these text
files are simple, and can be accessed with a program, it becomes easy to provide a way for users
(instead of administrators) to add words to dictionary files.

Numerical character array

This field type expects decimal numbers of any practical check number length. It is important to
note that this array will only contain decimal numbers, and never alphabet characters. Telling
the OCR software this in advance greatly increases the chance of it getting the right answer.
This field type does not have a corresponding dictionary file mapped to it.

MICR Code

This field type expects to see MICR code that normally only appears at the bottom of checks.
Because this code-line is always (for our purposes) printed, it becomes an easy field to extract
the correct data from for this software. With this MICR information, it becomes incredibly easy
to discover who the owner of the check is because this information is directly embedded within
the MICR code.

Date String Format

This field can be any string of the form “month[- or /]day[- or /]year”. In other words, as long
has the month comes first, the day comes second, and the year comes last, this field should be
able to accurately read any legible date that follows this format.

Check Amounts

This is actually two fields combined to give one result. Everybody knows that when someone
writes out a check, he/she is required to write a decimal number for the amount, as well as write
the amount out in words. There are field locations on each check for both entries. This software
allows us to take advantage of both fields, and give the best educated answer based on what was
interpreted from both the decimal and written amounts.

Once the designing is complete for checks, the check document type is ready to be configured.
The following steps explain how to do this.

Step 1: Make sure that the A2iA software has been pre-configured and setup the way it was
explained at the beginning of the “A2iA Check-Reader Software” section.

Step 2: Launch the “A2iA Configuration Tool”. Make sure the “Dongle Server Name” is the
loop back address “127.0.0.1” assuming the dongle is plugged in to the local computer. It has
not been tested, but according to the A2iA documentation, this field just needs to be the IP
address to the computer that has the dongle connected to it, and the local computer just needs to
be on the same network.
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Step 3: Create or open up a Table. The actual components of a new table will be configured
later.

Step 4: Click on the “Forms” tab, and select the “defaultDefinition” label on the left side of the
window. Under the “document type” option, select “check”. Be sure to browse to the directory
of check images that the user wishes to configure with (note: the user must have check images to
work with in order to set the software settings correctly. After selecting the images to work with,
select “Edit”.

Step 5: This is where the main configuration takes place for the checks. Be sure to set the
document type to US. This can be set by looking through the tree structure on the bottom-right
until one of the options on the top-right has an option to set the document country. Select “US” s
the country. Click on the “Process” button, which exists as one of the available buttons on the
top of the window. Figure 11 shows what the window would look like with a successful process.

4 A2iA CheckReader : Forms Editor[DAAZIA_Data\Impartant_A2iA_Files\LIS_AMT tbi] - [defaultDefinition] pnhi=)
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Propertes Ba
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JAMES C. MORRISON 23 = wom e P
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?ﬂf
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Figure 11. A2iA Configuration Tool: Current check has just been processed.

Notice in Figure 11, all of the fields that needed to be processed are surrounded with red
rectangles. This indicates that the at least the correct fields were located. Also notice that
processing results are shown on the bottom left. These are the results that would be sent to the
database after the user approved. Note that the check document type has already been
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configured in Figure 11. The way this was done was by navigating the tree structure on the
bottom-left, and telling the configuration tool that the user wants to process the “check number”,
the “micr codeline”, and the “date” in addition to the “payee” and the “amount” which would
already be configured. And that’s it. The check document type has now been configured. Save
and close out of this configuration tool. Save in the original configuration tool (the window that
should still be up), but it is not necessary to close this window unless now more configuration is
needed.

Slip Configuration
Figure 12 below shows what the slip document type looks like, as well as the required fields that
should have data.

Card: CHASE Date: 11/9/2010
123456
Due University of Utah $ 1,000.01
Dollars
Description Spring Semester Fees
For J.Michael Kingston Auth By JMK
Required Field Field Type Field Value in Sample Slip
Card Dictionary Word CHASE
Document # Numerical Character Array 123456
Due Dictionary Word University of Utah
Date Any Date String Format 11/9/2010
Amount Currency Format 1,000.01
For Dictionary Word J. Michael Kingston
Auth By 2-3 characters JMK

Figure 12. The requirements for a slip.

As with the check document type, there are some very important key words that are used in
Figure 12. It is still very important to make design decisions first before attempting to configure
anything, especially when working with a custom document. Once the administrator has a table
like the one in Figure 12, he/she is ready to begin configuring a custom document.

Before configuring the slip document, it is important to understand what field types are available
in order to make good design decisions. The field types that will be addressed in this section are
the ones used for this specific configuration. These field types are: dictionary word, numerical
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character array, date string format, currency format, and 2-3 characters. Each one of these will
be discussed in detail.

Dictionary Word

A field that requires a dictionary word requires a simple text file that is mapped to this field.
Thus, for each of the 3 fields that require a dictionary, a separate dictionary file is required.
Again, fields with dictionary words are more likely to have better accuracy when the OCR
software reads the data. The OCR software uses the dictionary files to make a more educated
“guess” as to what exactly was read from such a field. As mentioned before, because these text
files are simple, and can be accessed with a program, it becomes easy to provide a way for users
(instead of administrators) to add words to dictionary files.

Numerical character array

This field type expects decimal numbers of length 6. Yes, this means that for each slip
document, the document number must be 6 digits. It is important to note that this array will only
contain decimal numbers, and never alphabet characters. Telling the OCR software this in
advance, as well as the array size greatly increases the chance of it getting the right answer. As
with other character arrays, this field type does not have a corresponding dictionary file mapped
to it.

Date String Format

This field can be any string of the form “month[- or /]day[- or /]year”. In other words, as long
has the month comes first, the day comes second, and the year comes last, this field should be
able to accurately read any legible date that follows this format.

Currency Format

This field requires that the amount is written on the right-hand side of the dollar sign that should
be present on the slip document. Furthermore, it should contain a decimal point to define the
cents. Although it isn’t absolutely required to have the decimal point, it helps to improve the
accuracy because the software is looking for it and if it can’t find it, then this OCR software
would have to make an educated decision on its own.

2-3 Characters

This field requires that there are two or three characters present. These characters must be
alphabet characters instead of decimal values because this field is supposed to contain initials.
Usually initials can be two or three characters long. Again, telling the OCR software beforehand
what size and kind of data to read greatly increases the accuracy of the software output.

Once the designing is complete for slips, the slip document type is ready to be configured as a
custom document. The following steps explain how to do this.
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Repeat steps 1 through 3 in the previous section for configuring the check document type.

Step 4: Click on the “Forms” tab, and add a new label on the left side of the window. This can
be called whatever, but for this project, it is called “slips”. Under the “document type” option,
select “custom”. Be sure to browse to the directory of check images that the user wishes to
configure with (note: the user must have slip images to work with in order to set the software
settings correctly. After selecting the images to work with, select “Edit”.

Step 5: This is where the main configuration takes place for the checks. Be sure to set the
document type to US. This can be set by looking through the tree structure on the bottom-right
until one of the options on the top-right has an option to set the document country. Select “US” s
the country. Now, each field must be configured appropriately. There are seven of them to
define. Each field has already been defined in the design process, noting especially that
dictionary fields are the same as “word” types in this software setup. Now for each one, locate
and click the button on the top that correlates to the field type, place and size the field that
appears on the document, and change the country codes for all of these fields to “US”. Now, for
the dictionary fields, go through the small setup on the right (also navigates the tree stricture
that’s located on the bottom-right) to define a dictionary. Locate the dictionary on the file
system for each dictionary field, save this setup. Click on the “Process” button, which exists as
one of the available buttons on the top of the window. Figure 13 shows what the window would
look like with a successful process of the custom slip document type.
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Figure 13. A2iA Configuration Tool: Current slip document has just been processed.
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Step 6 (Optional): Notice in Figure 13, that the printed text “Card” and “Dollars” are surrounded
by very close rectangles. This is because special markers were established to help increase the
accuracy of the custom document reading. Markers are just special fields that are placed
carefully on a document that search within the rectangle for a special word (like “Card” or
“Dollars”). When it finds the word, it embeds a marker around it. Now, other fields like the
“Due” or “For” fields can be located with respect to the marker location. This makes it so if the
documents aren’t exactly the same size (maybe there is more space on the top, bottom, left, or
right), the software can still easily find the fields with respect to the markers. Note that any and
all markers and field locations can overlap. This doesn’t have a direct effect on the outcome.

Notice in Figure 13, all of the fields that needed to be processed are surrounded with red
rectangles, which indicates that the software successfully located the valid data. This indicates
that the at least the correct fields were located. Also notice that processing results are shown on
the bottom left. These are the results that would be sent to the database after the user approved.
Note that the slip document type has been completely configured in Figure 13, and thus every
field has a result. Remember, each field can be specifically configured by navigating the tree
structure on the bottom-left, and telling the configuration tool that the user wants to process each
field that was needed in the design. Now the configuration setup for the slip document is
complete. Save and close out of this configuration tool. Save in the original configuration tool
(the window that should still be up), but it is not necessary to close this window unless now more
configuration is needed.

Java Access to A2iA Software

Before working with Java, the A2iA software must be configured first. This process was
explained in detail within the previous section. The dongle must also be available on the
network, and the software should know where it’s at. As long as all of this is ready before hand,
it becomes very easy to incorporate the Java code. Rather than explaining the code line by line,
the complete code that successfully works with the A2iA software can be found in Appendix A.
Instead, the most important ideas and concepts will be discussed.

There are three very important files that must be accessible to the Java program in order for the
code to function properly. The first one is the “Parms” file located within the A2iA installation
directory (under C:\Program Files\A2iA\...). This is the only file that is located in a static area,
and should not change. When this file is invoked in a Java program, it allows Java code to make
A2iA function calls that run and manage the software. This file is not changed. The second
important file is the table file (default name is: “US_AMT.tbl”). This is where all of the
configuration data has been stored. With this file alone, the A2iA software knows precisely what
configurations have been made even without running the configuration tool. The file important
file is the file which consists of the directory path to each image that needs to be processed. In
other words, the A2iA software requires that it is given specific image addresses in order to
process them. This file is always created dynamically, and can be generated as soon as the
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image directory paths are known. The default name for this file is “FileList.txt”. As long as the
program can access these three files, the A2iA software will at least run within Java. Obviously
if there are documents that require dictionary files, then these files must be available as well.
Dictionary files were discussed in the previous section.

Another important concept is how to get the A2iA software into the correct state. For each batch
of images, the software is initialized, processes the images, and then is closed down. During the
initialization setup, the software has been configured so that it must know what type of document
is being scanned before the processing phase. This software can be configured to determine the
document type as well, but only two documents work with this system, and it becomes difficult
to configure the software to determine between well known documents (like checks) and custom
documents (like slips). It may be possible, but is something that is unknown right now. As a
side note, it isn’t hard to tell the software to determine the document type if the image belongs to
a set of custom documents. This isn’t an issue with this particular system because, again, there
are only two documents that work with the system. The user is required to specify beforehand
what type of document is being scanned.

MagTek Excella Check Scanner

A MagTek Excella check scanner the device used to obtain the document images. This scanner
is capable of scanning 60 documents per minute. For the purposes of the project, this scanner
must be controlled completely with a program. This is unusually easy with any language once
the initial connection setup is made. The way that this scanner is being used is if the user were to
pull up a browser, the user could type in a specific URL that would be sent directly to the
scanner telling it what to do. In other words, the entire functionality of this scanner could be
controlled exclusively with a specified URL, thus making the programming incredibly easy to
create. This scanner does have an API, but is difficult to use in comparison with the URL
control method.

As mentioned with the A2iA software, it is easiest to just look at the code to see how it works.
So instead of explaining it line by line, only the most important ideas are discussed in this
section. The complete Java code that controls the scanner correctly is available in Appendix B.
One of the most important concepts to understand with this scanner is to understand how to
connect to it. This is done simply with a URL object in Java. Once the URL object is created
with the corresponding URL which tells the scanner to scan (or report the status), a connection is
established in order to execute this command. This can happen in Java using an
HTTPURLConnection object. Once the connection is established, the rest of this task involves
sending appropriate XML to the scanner and closing down the connection.

The specific XML that is sent to the scanner is very important. This tells the scanner what
format to put the images in, what compression type to use, and if the user wants two or more
copies of this same image but in different image formats. More options include check endorsing
and reading MICR code, but those options aren’t relevant for this project. To sum this up, pretty
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much anything that the user would need to tell the scanner can be placed within the XML code.
The scanner will respond appropriately with XML code as well. Within this returned XML, the
scanner reports where the image is saved (where exactly it can be retrieved), as well as any errors
if there are any.

One important note with the current program design is that only one image is available from the
scanner at a time. This means that the following cycle occurs when scanning documents: a
document gets scanned and stored into a specified location. The Java program retrieves the
image, and saves it to the local computer. Then the next document that is scanned overwrites the
old image. This is not a direct problem other than it takes about two seconds to download a
single image. Because the image is always being stored in the same place, this means that multi-
threading is not an option. Although it is not certain if images can be stored in more than one
location (by the scanner), this part of the project has not been explored the scanner is fast enough
for the purposes of this project. Currently, it takes about three seconds to scan and download a
single image.

Database Access from the PDE Component

The PDE component accesses the database in order to verify a user’s username and password,
and to store the document batch information. Within the design process, what was decided that
users would be required to fix any fields that the OCR software had a difficult time reading.
After this, the user could only decide whether to confirm and save the data, or to through it away
and begin another batch. If the user decides to save the document information, then the Java
program sends all the batch information to the database via a VPN connection.

C++ Program

The C++ program controls the touch screen’s microcontroller that is used for the user interface
of the PDE component. This portion had to be programmed in C++ because there was no Java
support for this microcontroller.

EZLCD Touch Screen

The objective of the touch screen is to provide an interface for the user to interact with the
document scanner. The touch screen will display screens to the user. The screens will prompt
them their name and password to provide security to the document scanner. The screens will also
display the status of the document scanner to the user and will give the user some control over
the scanner.

Touch Screen Schematics
The ezLCD-101 is an all-in-one advanced color TFT LCD panel which includes:
e 640x480 pixel, 262144 color, 10.4" TFT LCD
e Embedded 32bit processor (Atmel AT32AP7000) with LCD Controller
e 4 Mega Bytes of embedded flash for storing custom fonts and bitmaps
e SD Card slot for storing bitmap, fonts and other user data up to 2 Giga Bytes
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Power supply, which generates all the voltages needed by the logic and the display itself
Touch screen
Interface drivers and other circuitry

The ezLCD-101 communicates with the outside world through several interfaces:

RS232 Standard

RS232 TTL

USB

12C1

SPI

SD/MMC

Ethernet2 (10 and 100 Mbit/s)

The ezLCD-101 firmware is in-field updatable and contains an extensive command set:

Graphic commands

Double buffering

True Type and Open Type font rendering
Bitmap font rendering

Unicode support

SD file /0O (FAT12, FAT16, and FAT32)
Touch Screen commands

The ezLCD-101 may be in-field customized by:

Adding custom fonts

Adding custom bitmaps

Customizing startup screen

Modifying interface parameters like RS232 baudrate, Ethernet MAC and IP address, etc.
Modifying pin functions

Communication

The touch screen runs and communicates through the Ethernet. Through the Ethernet the touch
screen is able to be programmed. My program communicates with the touch screen through
simple socket programming in C++. Through socket programming my program can up load the
commands to the touch screen. When the touch screen turns on it will open a port and listen for
incoming commands.

Programming
When the touch screen is turned on it stands ready waiting for commands to be given. The touch

screen has a simple CPU that processes commands given to it one at a time. Through simple
commands the screens and functionality of the screens are able to be displayed on the touch
screen. Examples of sets of commands that can be given to the touch screen are shown below.
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UTTON_DEF_LONG B5 hex (Command)

4 dec (Button No)

1 dec (Initial State: Button Up)

0 dec (Button Up Icon No MSB)

8 dec (Button Up Icon No LSB)

0 dec (Button Down lIcon No MSB)

9 dec (Button Down Icon No LSB)

5 255 dec (Button Disabled Icon No MSB)
5 255 dec (Button Disabled Icon No LSB)
1 dec (Upper-left corner X MSB)

4 dec (Upper-left corner X LSB)

0 dec (Upper-left corner Y MSB)

70 170 dec (Upper-left corner Y LSB)

40 40 dec (Width of the Touch Zone)

30 30 dec (Height of the Touch Zone)

These set of commands display a simple button on the screen and activate hardware for the touch
screen so the button can be used. In the C++ code we create a character string to store the hex
commands in. Once we have the commands ready in the character string, we then send the
commands to the touch screen through socket programming. At certain points of the program we
will need to listen on the socket connection so that if any buttons are pressed, the touch screen
alerts the program. When a button is press, the touch screen sends a 4 and the button number in
hex. When a button is released the touch screen sends a 6 and the button number in hex.

Screens
Figure 14 below shows the C++ program as a simple state machine. This state machine diagram
illustrates how each screen goes from one to the next.

Start screen

The start screen is a screen that displays a button that says start. The objective of the start screen
is to active all of the hardware with respect to the touch pad. Once all of the hardware is
activated the user will be able to interface with the touch pad. With this screen the user only
needs to press the start button to activate all of the hardware. Once all of the hardware is
activated the touch screen will then go to the login screen.

Login screen
The login screen is a security factor for the physical extraction process. This screen restricts

access to unwanted personnel to your database and your document scanner. This screen prompts
the user to type in their name and password. The curser starts at the name field prompting you to
type in your name. Once you type in your name you will press enter. When enter is pressed the
curser will then go to the password field prompting you to type in your password. When you type
in your password your will press enter. When you press enter the touch screen will compile your
name and password and send it to the server that controls the document scanner. The server will
check the name and password to see if it is correct.
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Start Button

ogin Incorrect

Login Screen

Login Correct

Check /Slip

Complete

Display Screen

Figure 14. This state machine diagram shows how the C++ program goes to each screen.
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If it is, then the user will gain access to the document scanner and the user will continue on to the
Run Screen. If not then you will simply be rejected access. The escape button will end the
program.

Run screen

The run screen will ask you what type of document you want to scan. You will be given two
options checks or slips. Be sure to have your documents ready in the document scanner before
you press any of the buttons. Once you press any buttons the document scanner will immediately
begin to scan documents providing that you already have documents in the scanner. The run
screen also has a logout button that will allow you to log out and return to the login screen.

Status screen

The status screen will display the condition of the documents that have been scanned. On the
status screen you will see how many documents have been scanned, how many where interpreted
by the OCR software correctly, how many where not interpreted correctly and what is the total
amount of documents scanned correctly. On the status screen there are three buttons on the
screen, complete, display, and fix. By pressing the complete button the information form the
scanned documents will be dumped into the data base. Once the information is in the data base
the touch screen will display the run screen. The display button will prompted the touch screen to
go to the display screen. The Edit screen will prompt the touch screen to go to the edit screen.

Edit screen

The Edit screen will display an image of the document that was not read by the OCR software
correctly. Under the image there is a field telling the user what field was not read correctly and
prompt them to enter in the field. There will be a keyboard at the bottom of the screen allowing
the user to enter in the data. Once the data is entered the user will press enter. When enter is
pressed the touch screen will display the next field that was not read correctly. When all fields
and fixed then the edit screen will then display the next document that was not read correctly.
When all documents are read then the touch screen will display the status screen showing the
new and changed documents.

Display screen
The display screen will show an image of the scanned document and will show the interpreted

information that was read off of the document. At the bottom of the screen the document will
show two buttons one being right and the other being left. Pressing the right document will
display the next document. Pressing the left button will display the previous document. When
you press the next button and you have reached the end of the batch of documents then the touch
screen will then display the status screen.

Controlling the Document Scanner
The document scanner is being run by another program that is written in Java. In order for this
C++ program to run the document scanner, we simply need to establish a socket connection to



Computer Engineering Senior Project

the program that runs it and send in a command that tells it to start scanning documents. The
Java program then runs the scanner, returns the information interpreted by the OCR software to
the C++ program. This is so that the information can display on the screen. The Java program
also sends in the status of the document scanner back to the C++ program if any errors arise.

Commands to send to the document scanner

Command Type: Verify User Name / Password

Description: Used to authorize a user name and password that was entered onto the screen
Command:

Touch Screen Server: 1 username password

Document Scanner Server: Yes/No

Command Type: Initiate the Document scanner to run

Description: Used to tell the Document Scanner Server what types of documents are running in
the machine. It also tells the Scanner Server to start running the document scanner. The two
documents that can be scanned are checks or slips.

Command:

Touch Screen Server: S1ip/Check

Command Type: Status

Description: Once the documents are scan the touch screen server will then ask the Document
Scanner Server to return the status of the documents scanned. The Touch screen can also ask for
the status of the scanner.

Command:

Touch Screen Server: 2 processed/scanner

Document Scanner Server: docs [# of docs] correct [# correct] bad [#
incorrect] amount [batch total] problems [list of all problem
documents in sequential order based on scanning order]

Command Type: Display

Description: The touch screen asks for the information of the document being display on the
screen. The scanner returns the information and a confidence present of each of the information.
If it sends a confidence present less that 70 then we will consider this an error with the OCR
software that will need to be fixed.

Command:

Touch Screen Server: 3 [doc # to display]

Document Scanner Server: /documents/ [image directory path] [doc
#]/[doc # score] [date]/[date score] [amount]/[amount score]
[payTo]/[payTo score] [payee]/[payee score]

[initials]/[initials score] [card]/[card score]

Command Type: Fix

Description: Used for the touch screen to send in the fixed information. The touch screen will
send the image number and the field name fixed. The Scanner will send a response of a success
or fail.

Command:



Computer Engineering Senior Project

Touch Screen Server: 4 2 card/230
Document Scanner Server: success/fail

Command Type: Reset

Description: Used for the touch screen to reset the Scanner server to a starting position.
Command:

Touch Screen Server: 5

Document Scanner Server: success/fTail

Command Type: Finish and close

Description: Used for the touch screen to close the Scanner server
Command:

Touch Screen Server: 6

Appendix A
Not sure if the actual code should be placed here. It adds 15 pages to this document, and is
harder to read in a non-programming environment.
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